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F ew recent developments have 

been as far-reaching and wide-

spread as consumers’ rapid 

adoption of digital tools and 

technologies. Less noticed, however, are 

the many accounts that underpin these 

digital lives and connect consumers to 

services and solutions.

A grand majority of consumers hold 

accounts of some type, and virtually every 

account holder eventually needs to access 

or alter account information. PYMNTS’ 

research finds that approximately 182 

million U.S. adults have accounts with 

financial institutions (FIs), and 89% of these 

consumers can access these accounts 

digitally. These accounts are hardly alone: 

our data also reveals that more than 

60% of consumers have accounts at FIs, 

telecommunications firms, insurance 

companies or retail merchants. The quality 

of consumers’ interactions with customer 

service representatives can make or break 

their relationships with these companies. 

One thing always has been true about 

accounts: security matters. Data breach 

costs in 2021 were the highest in 17 years, 

yet PYMNTS’ research finds that neglecting 

to screen callers is not rare for customer 

service representatives; for both retail and 

insurance companies, agents fail to verify 

customers’ identities as much as 12% of the 

time.1 As more and more individuals regis-

ter accounts, verification will continue to 

gain importance, and organizations aiming 

for success will need to offer convenient, 

secure verification across all channels: 

PYMNTS’ research finds that 55% of cus-

tomers toggle between using phone and 

digital means to access services.

It is important to note that convenience 

is key: PYMNTS’ data finds that when 

consumers try to reach providers, their 

greatest concern often is the difficulty of 

authenticating their credentials, not secu-

rity. 

In short, to properly serve customers, 

companies must thread a needle with 

their verification processes: they must be 

frictionless enough that consumers do not 

feel verification is a hassle and also must 

be rigorous enough to keep data breaches 

at bay. 

Consumer Authentication Experiences: 

How To Achieve Friction-Free Customer 

Care, a PYMNTS and Pindrop collaboration, 

examines consumers’ views and attitudes 

toward authentication and security pro-

cesses. We surveyed 3,797 consumers in 

the United States about their experiences 

with authentication when accessing digi-

tal customer service platforms and calling 

contact centers, to learn more about how 

they prove they are who they say they are 

— what they find to be good, what could 

be better and what diminishes their cus-

tomer experiences.

This is what we learned.

introduction 
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While digital contact methods have 
grown in popularity — especially 
among younger consumers — the 
telephone remains a staple of  
customer service contact. 

D espite apps’ and other electronic means’ widespread growth in popu-

larity, 70% of U.S. adults stick with the traditional telephone to connect 

with customer service representatives. This is especially true of older 

consumers: PYMNTS’ research finds that 81% of baby boomers and 

seniors interact with customer service representatives via their phones. Younger 

generations more eagerly have adopted digital channels: 86% of millennials and 83% 

of bridge millennials communicate with account services professionals via digital 

means. Contacting customer service is not a one way or the other proposition, how-

ever, as 55% of consumers of all generations use both phone and online channels 

to conduct business.  

Businesses benefit when they consider 

their phone-based and digital verification 

processes together. We find that a majority 

of consumers strongly value consistency 

in authentication procedures, regard-

less of which channel they use: 63% say 

this consistency is “very” or “extremely” 

important to them. However, more con-

sumers are satisfied when using online 

or digital means to access their accounts 

than when using the phone: 52% of con-

sumers who access accounts digitally say 

they are satisfied, whereas just 43% who 

use their phones share the sentiment. This 

data both highlights the sizable opportu-

nity to improve customer satisfaction and 

suggests that organizations looking to do 

so would be wise to consider voice-based 

solutions that could be consistent across 

digital and phone-based communications.

FIGURE 1:	

How individuals access customer service 
Share of consumers with accounts who use  
select interaction methods with customer service,  
by generation
 

FIGURE 2:	

Customer satisfaction by contact method 
Share of consumers satisfied with the identification process required to access accounts 
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When accessing customer service, 
consumers’ concerns cluster  
around convenience, ease of use 
and security. 

S mall barriers can frustrate even the most loyal customers by keeping 

them from the information they are trying to access, and some of the 

most maddening barriers take the form of security procedures put in 

place to protect those same customers. Consumers say their most 

common difficulties include struggling to remember credentials, being put on hold 

for too long and having to repeat authentication processes. Nearly half of consumers 

are worried about having to wait a long time when going through identification pro-

cesses, with younger consumers citing these concerns more frequently than older 

individuals. In particular, Gen Z consumers are almost 20 percentage points more 

likely than baby boomers and seniors to say providing texted codes or passwords 

takes too long. 

Our data makes it readily apparent that usernames and passwords represent 

major headaches for consumers. Between 25% and 30% of respondents 

who use online services say having to keep track of their credentials is 

a negative aspect of identifying themselves when logging in to an online 

account. This issue is not limited to online accounts either, as 25% of con-

sumers cite difficulty remembering their usernames and passwords when 

talking to a representative on the phone as a negative aspect. Solutions 

that obviate the need to remember such credentials, therefore, hold great 

promise for companies.

Source: PYMNTS | Pindrop    
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FIGURE 3:	

Negative aspects of logging into accounts 
Share of consumers who cite difficulties with select 
aspects of logging into their online accounts 
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Another telephone-related pain point is 

being kept on hold too long, according to 

48% of phone customer service users, and 

46% say the same of having to repeat the 

identification process. Customers want to 

streamline their account-related interac-

tions, and businesses able to provide a 

smooth experience are most likely to keep 

their customers satisfied. Finally, 14% of 

consumers who use phone services have 

security concerns when verifying their 

identities with customer service.
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Consumers are very interested  
in advanced ID verification for its 
convenience: 57% of consumers  
who have tried these technologies 
want to use them again. 

S everal potential solu-

tions to the problems 

legacy username and  

password-based pro-

cesses cause fall under the 

umbrella term “advanced ID ver-

ification.” Such solutions include 

technologies that make use of 

voice recognition, keyboard logging, 

liveness detection with selfies and 

fingerprint scans. Despite their rela-

tive newness on the scene, already 

29% of consumers are “very” or 

“extremely” interested in such tools. 

FIGURE 4:	

Interest levels in using advanced  
ID verification technologies  
Share of consumers who cite select levels of interest in 
using advanced ID verification technologies, by familiarity
 

Source: PYMNTS | Pindrop    
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FIGURE 5:	

Consumer interest in using advanced  
ID verification technologies 
Share of consumers “very” or “extremely” interested  
in using advanced ID verification technologies
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When consumers aren’t interested in 

using advanced ID verification, they usu-

ally say security-related worries are the 

primary reason they object to these tech-

nologies. PYMNTS’ data reveals that 32% 

of consumers disinterested in these tools 

identify concerns regarding businesses 

retaining personal information as a reason 

for their lack of interest, leading all other 

reasons. Eighteen percent of respondents 

consider this retention of data to be the 

most important reason for their lack of 

interest. 

Millennials and bridge millennials lead the 

pack in wanting to use advanced iden-

tity verification technologies, with 51% of 

millennials and 45% of bridge millenni-

als saying they are “very” or “extremely” 

interested in using them. Other key demo-

graphics follow suit, as those who exhibit 

interest in advanced ID verification also 

tend to be more educated and earn higher 

incomes.

Baby boomers and seniors tend to be 

most cautious, with 26% citing data secu-

rity as their main driver of disinterest. 

Distrust and skepticism in these technol-

ogies seem to lessen by generation: just 

10% of Gen Z consumers cite data secu-

rity as a reason for disinterest.

FIGURE 6:	

Drivers of interest in advanced ID technologies 
Share of consumers interested in advanced ID  
technologies who cite the most important and  
important drivers of their interest
 

Source: PYMNTS | Pindrop    
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Service providers that offer  
advanced identity verification tools 
to remove the burden of security  
from customers will garner  
increased satisfaction and trust. 

T he data strongly suggests that 

consumers like these verifi-

cation technologies once they 

have tried them. On average, 

57% of those who have used advanced ID 

verification would be “very” or “extremely” 

interested in using it again. This share rises 

to 66% among millennials, 63% among 

bridge millennials and 64% among those 

who make more than $100,000 annually.

Source: PYMNTS | Pindrop    
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FIGURE 7:	

Consumer interest in using advanced ID verification technologies 
Share of consumers “very” or “extremely” interested in using advanced ID verification technologies, by whether they have used 
these technologies before
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Our findings reveal a wide disparity of interest between those who have 

used advanced ID verification technologies and those who have not: Just 

13% of consumers are “very” or “extremely” interested in using the tech-

nology for the first time. Businesses that take this into consideration and 

strategically introduce their customers to these technologies may find that 

they not only have improved customer satisfaction but also have fostered 

an appreciation for these methods that will help build customer loyalty. 

PYMNTS’ research finds that 42% of consumers say advanced ID verifica-

tion methods would positively impact their trust in the organization offering 

them.  

Source: PYMNTS | Pindrop    
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FIGURE 8:	

Advanced ID verification technologies’ impact on 
satisfaction and trust 
Share of consumers who say their satisfaction or trust in 
a service provider would improve if it offered advanced 
ID verification technologies 
 

Our data also finds that 39% of con-

sumers believe introducing advanced ID 

verification methods would positively 

impact their satisfaction with a service 

provider. Not all of those ways are experi-

ence-based, as consumers who prioritize 

security are especially likely to see the 

value of advanced ID verification meth-

ods. We find that approximately 70% of 

those interested in these technologies for 

data security and the safety of money or 

assets say the methods improve their sat-

isfaction and trust in the companies with 

which they do business. 

39%
Share of consumers who say advanced  
ID verification methods would  
positively impact their trust  
in the organization 
offering them.

70%
Share of consumers specifically interested  

in these technologies for data security and asset safety 
who say these methods improve satisfaction.
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Consumer Authentication Experiences: How To Achieve Friction-Free Cus-

tomer Care, a PYMNTS and Pindrop collaboration, examines consumers’ 

views and experiences with using authentication tools and techniques when 

accessing customer service, both online and via phone. We surveyed 3,797 

U.S. consumers between Dec. 16 and Dec. 26, 2021, about their experiences. 

Of our respondents, 52% were female, the average age was 48 and 36% had 

annual incomes of more than $100,000.

C onsumers’ modern lives in many ways are powered by 

the connections they make with their service providers. 

With many services come many accounts, however, and 

the username-password convention is insufficient and 

frustrating to many customers who simply wish to connect with a 

representative. Advanced ID verification solutions such as those that 

use voice recognition can streamline the customer service experi-

ence — delighting individuals who no longer will need to suffer through 

remembering credentials or repeating failed verification processes, 

while imperceptibly providing the strong security that builds trust and 

satisfaction. Providers that adopt and demystify these tools will be best 

positioned to succeed in an evolving, digital world. 

conclusion 
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every voice interaction. Pindrop solutions protect some of the 
biggest banks, insurers and retailers in the world using patented 
technology that extracts an unrivaled amount of intelligence from 
every call encountered. Pindrop solutions help detect fraudsters 
and authenticate callers, reducing fraud and operational costs, 
while improving customer experience and protecting brand 
reputation. Pindrop solutions have been implemented in eight of 
the top 10 U.S. banks and five of the top seven U.S. life insurers. 
Additionally, 70% of Pindrop's U.S. customers are Fortune 500.   

Pindrop, a privately held company headquartered in Atlanta, 
GA, was founded in 2011 and is venture-backed by Andreessen 
Horowitz, Citi Ventures, Felicis Ventures, CapitalG, GV and IVP. For 
more information, please visit pindrop.com.

PYMNTS.com is where the best minds and the best content 
meet on the web to learn about “What’s Next” in payments and 
commerce. Our interactive platform is reinventing the way in 
which companies in payments share relevant information about 
the initiatives that shape the future of this dynamic sector and 
make news. Our data and analytics team includes economists, 
data scientists and industry analysts who work with companies 
to measure and quantify the innovation that is at the cutting edge 
of this new world.
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